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17 FEB 2006
SUBJECT:  Command Policy Memorandum Number , Electronic Mail (E-mail) and Internet Usage

1. References:

a.  Department of Defense Directive (DoD) 5500.7-R, Joint Ethics Regulation, September 1998

b.  Department of Defense Directive (DoD) 8500.1, Information Assurance (IA), October 2002

2. To ensure that E-mail and the Internet serve the best interests of this organization, to prevent abuse of these services, and to protect users from security risks associated with their use, commanders and supervisors must ensure that their personnel are aware of and comply with this policy.

3. Reference 1(a), specifies the use of E-Mail and the Internet on government owned and leased computer systems for official use and authorized purposes only.  Official use includes only job related communications and other communications specifically enumerated in the Joint Ethics Regulations.  Personal use of E-Mail and the Internet will be authorized as long as it does not adversely affect the duty performance of the individual, will be of reasonable duration and frequency, will occur only during the employee’s personal time, will not result in significant costs to the Government and will not require existing equipment or networks to be expanded, extended or upgraded.  Authorized use will serve a legitimate public interest and will not adversely reflect on NAVCENT, CENTCOM, Department of the Navy, the Department of Defense or the U.S. Government.  Authorized E-Mail and use of the Internet includes:

a. Communications required for professional development,

b. Job searching in response to Federal Government downsizing or relocation,

c. Routine correspondence with family and friends,

d. Retrieval of information for job use,

e. Information for deployment, PCS, TAD, or EAOS.

4. Use of the TNOSC Information Systems for processing or transmitting the following types of E-Mail will be considered fraud, waste, or abuse and may be subject to Uniform Code of Military Justice actions or adverse administrative actions (non-judicial punishment, reprimand, fine, suspension, employment termination):

a. Information that advertises or publicizes individual or non-Government groups, organizations, companies, or activities that may gain a financial or competitive advantage or increased prestige.  This does not include events co-sponsored by Government commercial contractors when these events are requested by or of benefit to the government.

b. Obscene or sexually explicit information, such as pornography or other illegal material.  This includes but is not limited to text, audio files and images.

c. Personal announcements or advertisements for the sale or solicitation of goods or services for personal gain.

d. Chain mail.  Recipients will delete chain letters.

e. Games, computers users will not download or forward games on ITSC OneNet Information Systems.

5. You should be aware that any use of government communication resources is with the understanding that such is generally not secure, not anonymous and serves as a consent to monitoring.

6. Disseminate this policy to every level within the command.








P. A. FINK
ENCLOSURE 1 to Command Policy Memorandum Number

SUBJECT:  TNOSC E-Mail Practices

1. The TNOSC considers E-Mail an important means of communication and recognizes the importance of proper E-Mail content and effective use of this electronic medium.  Implementation of E-Mail rules and guidelines will ensure the OneNet maintains a high standard of professionalism and efficiency.  Therefore, the TNOSC will require all users to adhere to the following guidelines:

a. Writing E-Mails:

(1) Be concise.  Write well structured messages and use short, descriptive subjects.

(2) Use the SUBJECT line to alert the received to the focus of the message.  If the E-Mail requires a suspense, put the suspense in the SUBJECT line, e.g. “Long Range Training Calendar Input, S: 14JUL03”.

(3) Limit the usage of request delivery and read receipt options.  Since this function may be blocked by the recipient, there is no real reason for the extra traffic created by numerous read receipts.

b. Maintenance:

(1) Delete any E-Mail messages that you do not need to keep.  For a series of messages with the thread attached, delete previous versions from your inbox.

(2) The TNOSC will automatically delete any messages in the Deleted Items folder on a weekly basis.  The TNOSC will also automatically remove any messages from the Sent Items folders that are older than 90 days.

(3) Develop an orderly filing system for those E-Mail messages you need to keep for future reference.

2. All E-Mail accounts maintained on our systems are property of the TNOSC and the United States Navy.  E-Mail accounts not used for 60 days will be deactivated, and possibly deleted.  The only exception to this will be deployed individuals whose accounts will be disabled if not used for 60 days.

3.  If you have any questions or comments about this policy, please contact the      TNOSC N6 ISSM @ 439-3165.

