
ITSC








21 June 2005

SUBJECT:  Command Policy Memorandum #, Automated Information Technology Service Center and Configuration Management

1. References:

a. DoDD 5200.1, DoD Information Security Program, Jan 1997

b. DoDD 5010.38, Management Control (MC) Program 26 Aug 1996

c.  DoDD 8500.1, Information Assurance (IA) 24 Oct 2002

2. Information is key to our daily operations and must be available to satisfy mission requirements.  You will safeguard information at all times!  To ensure uninterrupted access to automated systems, confidentiality and integrity of data, the Information Technology Service Center (ITSC), will accredit all automation systems prior to operation, maintain control of all software and hardware baselines and use sound security practices.

3. Accreditation is a comprehensive process designed to ensure implementation of security measures that effectively counter relevant threats.  The Information Technology Service Center (ITSC) will formally accredit automation systems before using them to process, store, transmit or receive data at any classification level.

4. The accreditation documentation for automation information systems will identify approved executable baseline software.  The N4 or the system Program Management Office will control and document all changes to system baselines using configuration control processes.  You are not authorized to modify computer software configuration or software baselines.  All software baselines will include the Department of Defense mandatory warning banner advising you that DoD systems are provided only for authorized government use and are subject to monitoring.  Additionally, they will include only software officially provided by a government agency through appropriate 

procurement channels, or acquired from a reputable vendor for official use or                        evaluation.

You are not authorized to install or use the following types of software: public domain software obtained outside official channels, personally owned software, software developed outside of government approved channels, 
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software developed outside of government approved facilities, “unknown source” software or illegally copied software.  You are subject to disciplinary actions including civil penalties if you violate computer software copyright laws.

5. Only authorized service technicians and network managers will repair or configure system hardware.  You are not permitted to:

a. Open the CPU or other hardware components to repair, replace or re-distribute system components, boards or memory; or

b. Move equipment without prior coordination with the N4 or Group Configuration Management Office.  Changes in the location of computer equipment affect property book accountability, system accreditation and security.

6. You are specifically prohibited from:

a. Using government-provided computer hardware or software for other than official and authorized government business;

b. Using another person’s account;

c. Permitting any unauthorized individual access to a government-owned system;

d. Attempting to circumvent or defeat security or auditing features;

e. Storing or processing classified information on a personally owned computer or any other system not approved for classified processing;

f. Attempting to gain access to “special” accounts (root or system administrator);

g. Playing music CDs on government owned systems; or

h. Accessing government-owned systems prior to receiving Information Assurance Training.

Violations of paragraph 6a-6h may be punishable under Article 92, UCMJ, as a violation of a lawful order or adverse administrative actions (non-judicial punishment, reprimand, fine, suspension, employment termination).
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7. I expect your cooperation and compliance with this policy to help protect automation systems critical to the NSA Bahrain and its Tenant Unit missions.  The N4 will bring problems to my attention that concern non-compliance.

8. Disseminate this policy to all levels throughout the command.








N. A. NORTON, CDR

