NCTS NAPLES, ITALY
AUTHORIZATION FOR DMZ ACCESS
Briefing/User Agreement/Authorization
Date of Request:       
	REQUESTOR NAME (LAST, FIRST, MIDDLE INITIAL)
	CONTRACTOR NAME
	POSITION

	     
	     
	     


PRIVACY ACT STATEMENT

Authority:  Executive Order 10450, 9397; Public Law 99-474; the Computer Fraud and Abuse Act; 5 U.S.C Statute 301; 10 U.S.C. Part II; 14 U.S.C. Chapter 11; UCMJ; DOD 5500.7R, Joint Ethics Regulation; CJCSM 6510.05, SECNAVINST 5239.3A, DON Information Assurance (IA) policy, and E.O. 9397

Disclosure:  The information above may be used to identify you and may be disclosed to law enforcement authorities for investigating or prosecuting a violation of the law.  Disclosure of information is voluntary; however, failure to disclose information could result in denial of access to Command and Control (C2) Systems.

USER BRIEF

1. SCOPE. 
a. This briefing applies to all personnel who will place computer assets into the DMZ in support of daily responsibilities.  Assets include all workstations (local and remote), servers, IS resources, peripherals (printers, tape drives, external memory, etc), and communications systems (including FAX and telephones).
NOTE: WHEN PLACING ASSETS INTO THE DMZ THE USER MUST ENSURE COMPLIANCE WITH ALL EXISTING DOD AND DON SECURITY PROCEDURES STATED IN THE FOLLOWING REFERENCES.  REQUESTOR MUST INITIAL EACH STATEMENT AFTER READING AND CONCURRING WITH STATEMENT.
b. SECNAVINST 5239.3A,”Department of the Navy Automated Information Systems (AIS) Security Program.”

c. SECNAVINST 5510.30A,”Department of the Navy Information and Personnel Security Program Regulations.”

d. SECNAVINST 5510.36W,“DON Information Security Program Regulation”
e. DOD 5200.28-M,”AIS Security Manual.” 

2. GENERAL SECURITY OPERATIONS AND PROCEDURES. 
a.  The procedures outlined in this document are in addition to, NOT IN LIEU OF, other regulations and laws governing the proper use of government property
b. .   __________
c. Use of the DMZ for any purpose, other than support of official government business, is prohibited.  __________
d. Use of the DMZ, as any other DOD-interest computer system, constitutes consent to being monitored at all times.  __________

e. Use of the DMZ does not constitute deviation from DoD and DoN AIS policies.  ​​​​​__________

f. In the event that contractor or government personnel require unmonitored network connectivity, the TNOSC recommends that commercial ADSL solutions be sought to support the user’s requirements.  Cost for a commercial ADSL solution is to be absorbed by the requestor and will not be reimbursed by the DoD, DoN, or the TNOSC.  __________
3. COMPUTER VIRUSES

a. Upon detection or suspicion of a virus, users shall immediately; (1) discontinue operations with the infected system, (2) notify the IAM, (3) collect and secure all removable media that may have been used in the infected system, and (4) await instructions from the IAM.  __________ 

b. The TNOSC reserves the right to disconnect any device from the network, regardless of ownership or operator, should a device be deemed a threat to DoD or DoN networks.  __________

       4.
    STATEMENT OF UNDERSTANDING

a.  I acknowledge having read this security briefing, and shall comply with all of its provisions.  __________

b.  I understand that violation of the provisions of this briefing may result in: (1) a degradation of the operational capability of this command;(2) the compromise of information; (3) criminal prosecution under the United States Code; (4) administrative action including a request for  termination of contract of civilian employees; and (5) revocation of my DMZ access.  __________

c. Users are required resubmit request for DMZ access annually.  __________
Signature: ___________________________________
Date: ___________________

Printed Name: _______________________________ 
SSN: ___________________     

Rate/Rank: ___________________________________
Telephone: _______________

Organization: _________________________________
Dept: ____________________     

NCTS NAPLES INFORMATION ASSURANCE MANAGER (IAM) _______________________________________________________

NCTS NAPLES NASM DIVISION OFFICER
__________________________________________________

NCTS NAPLES TNOSC DIRECTOR
_____________________________________________________________
(TO BE COMPLETED BY TNOSC PERSONNEL)
TECHINCAL NOTES:








